Network Lab



Objectives

e Lab structure orientation.
e Introduction to IP addressing.

e Listing various software packages that ought
to be used in this course.



Structure of the lab

Our lab is made up of five networks [LAN A, B, C,
D, & E]. Each network is made up of the
following:

e Rack consists of Cisco Router, Switch and hub.

* PCs: Each having operating systems and
network cards per PC.



1. All the five networks are interconnected and can be used using the
patch panel.

2. We use private IP addresses [IP’s that are used when we are not
connected to the Internet] in our lab. All our IP’s belong to Class C
addresses. There are 5 Classes of IP addresses [A, B, C, D, and E].

3. Subnet mask is used to get the Network address from an IP address.
This is done by doing binary AND operation between the IP address
and the subnet mask.

4. The subnet mask we use in our lab is the default mask of Class B
[255.255.0.0]. We use this option so that we get same network
address for all PCs in our lab and so, they all belong to the same
network. When we use routers, we change the subnet mask to
255.255.255.0 so that each LAN belongs to different network.

5. A Linux Server is accessible at 192.168.230.252 and a Windows
server is accessible at 192.168.230.250. These are connected to the
Instructor Patch Panel.

6. Internet access is handled using Internet Sharing option at
Instructor PC.
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Coaxial cable
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10BASE-T / 100BASE-TX Ports
Port Status LEDs Power/Self Test LED
Packet: Yellow— Packets are being transmitted/ Green: Powered up
received on the port Green flashing: Either downloading or initializing
Packet: Off - No packets are being transmitted/ Expansion Module Port Status LEDs Yellow: Failed its POST
received on the port Packet: Yellow + Packet is on expansion Off: Without Power
module port(s)
Status: Green+ Enabled, link OK Off: No packet
Status: Flashing Green+ Disabled, link OK Unit LEDS
Status: Off + No link Status: Yellows Valid expansion module is Green: Postion of the
installed switch in the stack
Yellow flashing: Unrecognized expansion Off Stand-alone
module installed

Off: No expansion module

Figure 1.6: Front view of 3COM switch.
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Cable connection for network devices

» Straight through cable

Green [Pm 1] - Green [Pin 1]

White Green [Pin 2] = White Green [Pin 2]
White Orange [Pin 3] = White Orange [Pin 3]
Blue [Pin 4] - Blue [Pin 4]

White Blue [Pin 5] = White Blue [Pin 5]
Orange [Pin 6] = Orange [Pin 6]
White Brown [P 7] = White Brown [Pin 7]
Brown [Pm 8] = Brown [Pin 8]

E Straight-through Cable




Cross-over cable

Green [Pin 1] —= White Orange [Pin 1]
White Green [Pin 2] =2 Orange [Pin 2]
White Orange [Pin 3] - Green [P 3]
Blue [Pin 4] —» White Brown [Pin 4]
White Blue [Pin 5] =2 Brown [Pin 5]
Orange [Pin 6] —= White Green [Pin 6]
White Brown [Pin 7] — Blue [Pin 7]
Brown [Pin 8] =2 White Blue [Pin 8]

Crossover Cable




Roll over cable
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Peer to Peer Connection
Networking

Crossover Cable Configure



Equipments:

1.RJ45 Crimping tools
2. RJ45 Connector
3.CATS5 Cable

4.Cable Tester




STRIPPER
CUTTER

RJ45 Crimping tools



Quter + +

insylation




D)
o
)
o]0)
=
-
@)
@)
A
O
(O
O
4
)
>
O
Oy
V]
O
L
O




Topical Networking Setup

PC PC

Ethernet Cable (BRJ45)

IP address 192.168.0.1 IP address 192.168.0.2
Subnet Mask 255.255.255.0 Subnet Mask 255.255.255.0
Default Getaway N/A Default Getaway 192.168.0.1



PC Configure Setup

select Internet Protocol Version 4 (TCP/IPv4) and click on the Properties or
Double-click on it.

Connect using:
&* Atheros AR8151 PCI-E Gigabit Ethemet Controller (NDIS €
This connection uses the following items:
Kaspersky Anti-Virus NDIS 6 Fitter -
V] ™ QoS Packet Scheduler
2 File and Printer Sharing for Microsoft Networks

V] 2. Intemet Protocol Version 6 (TCP/IPv6)

(CAMS |rtemet Protocol Version 4 (TCP/IPv4)

W] .. Link-Layer Topology Discovery Mapper /O Driver

m

V) s Link-Layer Topology Discovery Responder =
|'| < | = m |
[ Install... ] Uninstall [ Properties J
[ Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

r T ][C«:].




PC Configure Setup

_;M:Ws_'v‘,‘»-;
e e e N

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings. e e e it .
~ Can Set any number
J () Qbtain an IP address automatically = ranging from 0 to 255
| @ Use the following IP address: et
 midens: 192168 0 L)
Subnet mask: 255 , 255 , 255, 0
Default gateway:

Obtain DNS server address automatically
@) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[T validate settings upon exit




PC Configure Setup
pn . PR

- Type the name of a program, Folder, document, or
Internet resource, and Windows will open it Far yaou,

Cpen; crnd L

[ Ok ][ Cancel ][ Browse...

System32  omd.exe

oft Windows XP [Version 5.1.26800]
(C) Copyright 1985-2081 Microsoft Corp. b

C:\Documents and Settings\ADMIN»ping 192.168.0.1
Pinging 192.168.8.1 with 32 bytes of data:
Reply from 192 168 _8.1: bytes=32 timelims TTL=128

Reply from 192 .168.8.1: bytes=32 time{ims TTL=128
Reply from 192.168.0.1: bytes=32 time<ims TTL=128

Reply from 192.168_8.1: bytes=32 time<{ims TTL=128

Ping statisties for 192.168.08.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

C:hDocuments and Settings\ADHIN:




Introduction to IP addressing

» Each Network Interface Card (NIC or Network
card) present in a PCis assigned one Network
address called as IP address [or Network
address].

» This IP address is assigned by the
administrator of the network. No two PCs can
have the same IP address.

» There is a burned-in address on the NIC called
as Physical Address



Format of IP address

» |IPv4 is made up of four parts, in the pattern as
W.X.V.Z.

» Each part has 8 binary bits and the values in
decimal can range from 0O to 255.



|P address classes

IP addsess class Value of the leftmost byte
Class A 1126 [0 and 127 ate not allowed]
Class B 126-19]

Class C

19223




Grouping of IP addresses into different
classes.

ClassA,B,C, D, E

e Class A: first bit in w is O and others can be
anything :

1. 0.0.0.0t0 127.255.255.255

ii. First bits are used for network part and the
remaining for host part.



Class B

First bit in wis 1 and second bit is O.

1. 128.0.0.0 to 191.255.255.255

ii. First 16 bits for network part and remaining
host part



Class C

first bitin wis 1, second bit in wis 1 and third
bitis 0
e |.192.0.0.0 to 223.255.255.255

* ii. First 24 bits for network part and last 8 bits
for host part.



Class D

first, second, third bits in w are 1 and fourth bit
is O; used for multicast.

* 1.224.0.0.0 to 247.255.255.255



Class E

e future use or experimental purposes.



Default Subnet mask

it is used to identify the network part from the
host part. Put binary one for the parts that
represent network part and zero for the part
that represent host part.
— a. Class A: 255.0.0.0
— b. Class B: 255.255.0.0
— ¢. Class C: 255.255.255.0

— d. We can’t have mix of 1s and Os in subnet mask.
Only consecutive 1s is followed by consecutive 0s



LAN Connection

e PCto PC—cross
* PC to Switch — straight
e Switch to Switch - cross



Thank you!!!
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